INAMSATKA
10 MPO(UIAKTUKE MOILIEHHUYECKUX JEHCTBUIA

Cetbp UnTepHET, ABNSAACH KPYNMHEHIIUM CPEICTBOM OOMeHa MH(pOpMaIIUEH,
BTO € BpeMs IMOPOXKIAET CTPEMHUTENbHBIA POCT NPECTYIUICHUH, CBS3aHHBIX
C HCTOJIb30BaHNEM MH(GOPMAIIMOHHBIX TEXHOJIOTHM.

Ilpuznaku mowiennHuuecmea co cMoOpoHbl NOKYnamenas npu NPOOAHCAX
¢ Hnmepneme:

1. IToxynaTenb He 0COOO MHTEPECYETCS TOBAPOM, OBICTPO AEMOHCTPUPYET
CBOE KEJIaHUE CAENaTh MOKYIKY U MEPEXOAUT K Pa3roBOPY O CIIOCOOE OIUIATHI.

2. Ilokynarenp MPOCUT Bac Ha3BaTh IOJIHBIE PEKBU3UTHI KapThl, BKIIIOYAS
bamunuro-uMs snatuHune, cpok nerctBus u CVC-kxox. Ilpm momomm 3THX
JAHHBIX OH CaM JIETKO CMOJKET pacIlIaTUThCA Ballel kapTo B IHTepHeTe.

3. IlokynaTenb HPOCUT Bac COOOIIMTH €My pa3IU4HbIE KOJbl, KOTOPHIC
OpuaAyT K BaM Ha MOOWJBHBIM TenedoH, SKOObI HEOOXOAUMBIE €My st
COBEPILIEHUS IIJIaTEXA.

Ilpusnaku MmouwieHHUYeCmEa co CHIOPOHBI NPOOAsUA NPU HOKYRKAX
¢ Humepneme:

1. OrcyTcTByeT agpec u TenedoH, Bce OOMIECHNE TTpeaIaracTcsl BECTH depes
AJIEKTPOHHYIO TTOYTY WJIH MPOTPaMMbl OOMEHAa MTHOBEHHBIMH COOOIIICHUSIMH.

2. OTCYyTCTBYET peaqbHOE UM TIPOJIABIIa, YSIIOBEK MPSUCTCS 32 KHUKOM.

3. [Ilpomamerr 3aperucTpupoBaH Ha CEpBUCE HEAABHO, OOBSBICHUE
0 MPOJIaAXKe — €MMHCTBEHHOE €TI0 COOOIIECHHE.

4. OObsiBIICHHE OMYOJIMKOBAaHO C OIIMOKAaMH, COCTABJICHO HEOPEKHO,
0€3 3HaKOB MPENUHAHUS, 3aTJIABHBIMU OYKBaMU U T. [I.

5. OrcyrcrByer oTO TOBapa, NMOO K€ MPHIOKEH CHUMOK u3 MHTepHeTa
(3TO MOXKHO OTIPEJIEINTh, UCTIOIb3YSI CEPBUCHI MOMCKA TyOJIUKATOB KAPTHUHOK).

6. CrnumikoM HU3Kas IIeHAa TOBapa B CPAaBHEHHHM C aHAJOTaMU y JIPYTUX
MPOJIABIIOB.

7. IlponmaBen TpeOyeT MOJIHYIO WM YaCTUYHYIO Tpenoruiaty (Hampumep,
B KaQUeCTBE TapaHTUHU, YTO BBl MOWJETE MOJy4aTh TOBAp HA IMOYTE C OIUIATOMN
HaJIO)KEHHBIM TIJIATEXKOM ).

9. Ilpomamerr mpuHUMAET OIUIATY TOJBKO HAa AHOHUMHBIC PEKBU3UTHI:
AJICKTPOHHBIC KOIICIbKH, TIOMOJHECHUE MOOWJIBHOTO TeleoHa WM Ha HUMS
JPYTroro 4ejoBeka (POJCTBEHHHKA, IPyTa U T. 1I.).

Kak ne cmamo Heepmeamu meﬂed)OHHblx Mmouiennuuecme.

— IIpu TenehoHHOM 3BOHKE OT UMEHH SKOOBI POJCTBEHHUKOB M COOOIICHUHN
O TPYIHON CUTYyallMH CIIEAYET MO3BOHUTHCS JI0 POJHBIX U ONM3KHX, O KOTOPBIX
UJET peyb, BBUICHUTH TOAPOOHOCTH CIYYHMBIIETOCS, a HE TEePEeBOIUTH
1 HE OTJAaBaTh JICHHI'M HE3HAKOMBIM JIFOJISIM;



— Ilepe3BoHuTh (a Jydlie BCEro MOJAOWTH) B Jr000€ OTIeieHue OaHKa,
OT UMEHH KOTOPOTO MPHUIUIO CcOOOUIeHHE O MpolieMax OOCIyKUBaHHUS II0
pacuyeTHOMY CuUeTy/KapTe, U PEUINTh BCE BO3HUKILINE BONPOCHl. MOXXHO TaKxke
IO3BOHUTHh CBOUM OJM3KHM, KOTOpBIE XOPOLIO pPa30OMparoTCsi B COBPEMEHHBIX
TEXHOJOTHSIX, paccKa3aTb O IOCTYNMBILIEM COOOILEHUU M CIPOCUTH COBETA.
CrnenyeT 3amOMHUTH: HU OJMH OaHK He OyAeT MpOCUTh BiajAeiblla KapThl
COBEpIIATh KaKue-IMO0 ACUCTBHS MO TenedOHy WA COOOIIATh PEKBU3UTHI KapThI;

— He cooOmare He3HAKOMBIM JIOJAM (Kak MpU JUYHOM KOHTAKTe,
Tak W 1O TeneoHy WU HHTEPHET-TIEPENHCKe) JaHHbIe 0 cede, CBOMX OJIM3KUX,
POJICTBEHHUKAX, OAHKOBCKUX KapTax, TO €CThb JIO0YI0 KOH(PHICHIUATbHYIO
(TmuHyI0) MHGOPMAIHIO;

— He ocymectBisaTe mnpenomiaty 3a TOBap WM OOCHIAHHYIO BBIILJIATY
(yciyry), Ipou3BOIUTH OIJIATY TOJBKO MPU UX (PAKTUUECKOM HOTYUEHHH.

Kak ne cmamo afcepmeoﬁ unmepmnem - MOuleHHuvecmea:

— Crnenyer BHUMATEIbHO M3YYUTh MH(OPMALIMIO UHTEPHET-CAlTa, OT3bIBHI,
CPaBHUTH LIEHBI 32 UHTEpecyrolui ToBap. OTCyTcTBUE MHPOPMALUH, 3allyTaHHAas
CHCTEMa TMOJIy4YeHHUs TOBapa 3a4acTylo SBISIOTCA MPU3HAKAMU MOIIIEHHUYECTBA;

— IlomyuynTh MakcUMyM CBE€IEHMM O NPOJABIE WIM MarasuHe: ajapeca,
TeneOHbI, UCTOPUIO B COIMAIBHBIX CETSIX, HAJIWYHE CIYXObI TOCTaBKH W T.II.
JleiicTBytomue JeralbHO WHTEPHET-MarasMHbl WM PO3HUYHBIE MPOIABIIBI
pa3MeniarT MOJHYI0 HHGPOpPMAIMI0 W paboTaroT MO MPUHIUIY «OIUiaTa ToBapa
MOCIIe TIOCTaBKN»;

— Henp3s cooOmate (MOCHUIATH MO JJIEKTPOHHOM MOYTE) MHQPOPMAIIUIO
O CBOMX IUIACTUKOBBIX  Kaprax. llpecTymHMKM MOTYT  BOCHOJIB30BaThCS
UX PEKBU3UTAMU U IPOU3BECTHU, HAIPUMED, PA3IUUHBIEC TOKYIKH.

Buabl MOIIIEHHUYECTB B CETAX COTOBOW M NMPOBOJIHOM CBA3M U B CETH
HNurTepHer

1. MolleHHHYEeCTBA, COBepIIaeMble ¢ HCHOJbL30BAHHMEM MOOWJILHOW
M MPOBOJXHOM CBA3H:

a) Comogviit u nPoOOHON menepoH UCnOAL3Yemca KaK Ccpeocmeo
nepeoauu 20710c060i uHpopmayuu, TOIBUIBI, THUIBL: «Ball CBIH MOMAJ
B aBapulio...», «Mama/mamna y MeHs MNpoOJIeMBI...», «3TO W3 OaHKa/COI3alluThI
U TIp...».

0) Comoevtii menegon ucnonvyemcsa oasa nepeoauu CMC c noxcnoi
ungopmayueii: «MaMa, KiHb MHE Ha TOT HOMEp JCHET, TIOTOM BCE OOBSICHION,
«Barra kaprta 3a0J0KupoBaHa MOJAPOOHOCTH MO TEIN..», «C BAIIETrO CYeTa CIHUCAHO
5000 pyOneit, TogpoOHOCTH MO TEM...».



8) Comoeuvtii menegpon u eaute oovaenenue ¢ cemu Hnmepnem (cait
Avito) wucrnosb3yercs MOIICHHUKOM Ui TIOJAYYEeHHS OT Bac JAHHBIX KapThl
U TIPUBSI3KU KapThl K MOOUIILHOMY Teie(hOHY MOIIICHHUKA:

-« Mo BamieMy OOBSBJICHHIO Ha Avito (0 mpojaxke, 0 caade B apeH.y),
coOoOIMTE MHE JaHHBIE C Balleil KapThl M KOJ Ha OOpaTHOW CTOpPOHE S BaMm
OTIIPABIIIO JICHBIH...»;

- «1 XO4y OTMPABHUTh JEHHI'M BaM Ha KapTy 3a ToBap Ha Avito, mpemorary
3a apeHay, y Bac KapTa TNpHBs3aHa K MOOWIBHOMY OaHKy, €CIM HET, HUIUTE
K 0aHKOMATYy 51 BaC MPOUHCTPYKTUPYIO KaK MOJKIIOUYNTh MOOWIIBHBIA OaHK.

[Ipyn mosrydeHNM COOOIICHUS HE HY)XHO IEepe3BAaHWBATh HA yKa3aHHBIC
HOMEpa. MOIIEHHUKH MOTYT TOTpeOoBaTh TMepenarh JIEHbIU  Kypbepy,
NEPEUUCIUTh UX Ha KapTy, HOMEp MOOUJILHOTO TejedoHa, MOMBITAIOTCS MOIYYHUTh
OT Bac cBejieHMs 0 Bariieit 6aHKOBCKOM KapTe, NPeAJIoKUTh MPOUTH K OaHKOMATy U
COBEPIIUTh Kakue-IM0o omepanuu y OaHKoMara, MOMPOCIT COOOMIUTH KOJbI
KOTOpbIE MpUXoAsT K BaM Ha TenedoH.

B caywae monyueHus BXOJSIIErO 3BOHKA HEOOXOAMMO MPEKPATHUThH
pasroBop, Jaxe eciu COOECeIHHUK BCENSIET YBEPEHHOCTh B CBOEH MPaBIUBOCTH.
MomreHHHKY 00J1aal0T MICHXOJIOTHIECKUMHY PUEMaMH BBEIICHUS B 3a0JTyKICHHE,
aubo0 00smanarT uHGoOpMAIMEe O MOTEPHEBIIEM U €ro OJM3KUX. AHaJTOTHUYHbBIC
cllyuad MOIIEHHUYECTBA BCTpEUaloTCs U B ceTh HHTepHET, HO cooOIIeHne
O TTOMOIIH TEPEAAETCS TOCPEACTBOM COOOIIEHHUS B COIMAIBHON CETH C JIOKHOM
CTpaHMIIBI POJCTBEHHHUKA.

[Ipy comMHEeHMM B TMPaBIMBOCTU MOIYYEHHOM HMHPOPMALMH CIIETYET
MEePEe3BOHUTH OJU3KUM OT UMEHH KOTO MPHUIILIO COOOIIEeHNE, TO3BOHUTH B OaHK 10
yKa3aHHOMY Ha KapTte, Ju00 B J0rOBOpe TenedoHy, MOCeTUTh Onrkaiiiiee
otneneHue Oanka. bank HUKOT/Ia HE 3ampalmuBaeT Mo TeJIePOHY CBEICHUS O KapTe
KJIMEHTA: ee HoMep, Koj Ha oOpatHoi ctopone, ®.M.O. Branenbplia KapThl U CPOK
e€ nmeicTBud, a TeM Oonee MuH-KoA. Eciu cobeceHuK MbITaeTCs MOTYYUTh OT Bac
Takylo HH(popMaImio, 100 MPOCUT COOOIUTH KOABI, KOTOPhIE MPHUILTH Ha Bam
TenedoH OT OaHKa, PEKpaTUTE C HUM Pa3roBOp.

['paxknanaM, UMEIOIIUM MPECTAPENBIX POACTBEHHUKOB, COCECH, 3HAKOMBIX,
HEOOXOJMMO Pa3bsCHUTh UM, KaKhe CIIOCOOBI MOIICHHUYECTBA CYIIECTBYIOT, KaK
BECTHU ceOsl MPH MOJIyYeHUN 3BOHKOB U COOOIIEHUI MOIIEHHUYECKOTO XapakTepa,
a IMEHHO HE BECTH JHAJIOTH C MOIICHHUKAMH, TIPEKPATUTh PA3rOBOP M MTO3BOHUTH
poacTBeHHUKaM. Eciy MOXuiaol 4YenoBeK MOJydaeT MEeHCHI0 Ha OaHKOBCKYIO
KapTy, TO MPEIIOKHUTE CBOKO TTIOMOIIb B CHSTHH C KapThI ICHEKHBIX CPEACTB, JINOO
MPEIOKUTE POACTBEHHUKY mepenath kapty Bam. Bo mHormx ciywasx B Xxoje
OOIIEHUsI C TPeCcTapeibIMH JIIOJABMH COOOIIHUKH MOIICHHUKOB HAaXOASTCS
B pailloHEe TIPOKUBAHUS TOKWIIOTO YeJIOBEKa, JUOO y ero aoma, moabesna. [lpu
MOJIYYCHUH MOIIEHHUYECKOTO 3BOHKAa HEOOXOJMMO HEMEJUICHHO COOOITUTh
0 TaHHOM (haKTE€ B MOJHITHIO.

Ecnu npu mommeHHnYecTBe, B X0/1€ TeNe(OHHOTO Pa3roBopa MpecTyIMHUKOM
Obuta mosydyeHa mHpopmanus 0 OaHKOBCKOW KapTe, TO HEOOXOJUMO IMO3BOHUTH
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o TenedoHy yKa3aHHOMY Ha KapTe U 3a0J0KHpOBaTh KapTy. B jieHb coBepIieHus
MOIIIEHHUYECTBA HEOOXOIUMO OOpaTHThCA B OaHK C 3asBICHHEM O BO3Bpare
JICHS)KHBIX CPEJCTB Ha KapTy, TaK Kak OaHK 0053aH BO3BpPaTUTH JICHEKHBIC
CpE/ICTBA, €CJIU orepalius ObljIa OCIIOpeHa BaJeIbIIeM KapThl B ICHb ONEpaIlUH.

s peA0TBpAICHUS MOIIICHHUYECTB TaKXKe PEKOMEHIyeM
HE PacTpOCTpaHsITh B ceTH VIHTEpHET CBEACHHS O MOOWIBHBIX HOMEpPax
C WX TPHUBSA3KOM K AaHKETHBIM JIaHHBIM, HE YKa3blBaTh MOOWJIBHBIE HOMeEpa
Ha COIMAJIBHBIX CTPAHMIIAX, B IMOJABAECMBIX B CETH OOBSIBICHUSX HE YKa3bIBaTh
psigoM ¢ HOMepoMm cotoBoro Ttenedona Mms m Damunuio, agpec KUTEIbCTBA
u Apyryto jaudHyto uHpopmanuioo. He ucnonb3oBath B cetm MHTEepHET HOMepa
CBOMX MOOWJIBHBIX TEIE(POHOB, K KOTOPHIM TMPHUBSI3aHbI OAHKOBCKHE KapThl
¥ HOMEpa MOOWJIBHBIX TeNe(OHOB, KOTOpPHIE HCIONB3YIOTCA HJisi  padOThI
B «MOOMIBEHOM OaHKE.

[locnennee BpeMsi TMOJydYalOT PACIPOCTPAHEHHE  MOUICHHUYECTBA,
COBEPIIICHHBIE B OTHOIIIEHUU TOJIb30BaTeNel ceTu MHTepHeT mpojaroiiux TOBAPHI
Ha caiiTax OecruiaTHbIX 0O0BsBIeHUN. [IpomaBily mMmocTymaeT 3BOHOK SIKOOBI
OT nokynarens. MOIIEHHUK 10/l BUJOM IOKYIAaTeas COOOINaeT, 4YTo JKeJlaeT
IpUOOPECTH TOBap, HO MPOXKMBAET B APYrOM TOpOjE€ W TpeajiaracT OIUIaTUTh
TOBAp MyTEM MEePEUNCIICHHS ICHS)KHBIX CPEACTB Ha KapTy mpoaaBma. Jis aToro o
IIPOCHUT TPOJIaBIIa Ha3BaTh HOMEP KapThl, BJAACNIbIIa KApThl, CPOK IECHCTBHS KaPTHI,
KOJl Ha 00paTHOI CTOPOHE, a TaK K€ COTOBBI HOMED, NPUBSI3AHHBIN K KapTe, JIU00
10 YMOJTYAHUIO UCIOJIb3yeT HOMED, YKa3aHHbBIN B 00bsaBICHUH. [locie momydeHus
ATUX CBEJIECHUU MOIIEHHUK HWCIIOJNB3yeT JAaHHBIC O KapTe IS OIUIAThl MOKYIOK
B cetu MInTepuert. Jlpyroii BapuaHT, Korja Ha TeiaedoH MpoaaBia MOCTyNal0T KOAbI
oT 6aHKa ¥ MOIICHHHUK MPOCUT COOOIATh UX SKOOBI JUIs TIepeBoja JACHET, B 3TOT
MOMEHT MOIICHHUK TMOJKI0YaeT K TelaepoHy MOTEpIHEBIIEro, JU00 K CBOEMY
tenedony ycinyry «MoOuabHBIH OaHK» W TOXMINACT JEHBI'M C KapThl. TpeTuit
BapUaAHT, KOTJIa MOIICHHHUK, BBICTYMAIONINI B POJM «IOKYIATEs» Mpesiaraet
MPOJaBIly TPOWUTH K OaHKOMATy M, SIKOOBI TPOU3BEIS HEKOTOpHIE OIepalu,
MOJIYYUTh JIEHBIH, B TPEX YKA3aHHBIX CIydyasX MOIICHHUK IMOXMINACT JCHEKHbBIC
CpeIICTBa MPO/IaBIIa.

2) Comoevlit menegon ucnonv3yemcsa MouieHHUKamu 014 hnepeoauu
CMC cooouenusn, cooouwenuit uepe3 meccenoxcepvt Viber, WhatsApp
C 6pe00HOCHOI UHpopmayueil.

Tunel cooOmieHuit: «3aech Hamu ¢ To0oi (oto http:\\...», «Bamr akakyHT,
crpanunia «BKoHTakTe» B3loMmaHbl, npoiaure peructpanuio  http:\\...»,
«BBI BBIMIPAJI aBTOMOOMIIb, IoapoOHOoCcTH http:\\...”

HoBplii THIT COOOIICHUH ¢ BPEIOHOCHOM CCHIIIKOM:

«I TO BameMmy OOBSBICHUIO, COTJIACHBI JIM Bbl Ha OOMEH Ha 3TO
http:\\foto3.inc...»

HpI/I I[MOJIYYCHHUH JaHHOTI'O COO6H_ICHI/IH OTKAKHUTCCh OT IMPOXOKIACHUA
1o YKaBaHHOﬁ CCBbUJIKC MW aKTUBAWW IIOJYYCHHBIX CCBUIOK. IIo BO3MOXHOCTH
IMPOBCPLTC €CTh JIM B CCTHU I/IHTepHeT B IMTOMCKOBBIX CHCTCEMAaX CBCACHUA O JAaHHBIX



CChUIKAX M BO3MOXHBIX MolleHHHYecTBaX. CooOluTe MOJIb30BaTENSIM CETH
WHTepHeT, 4TO JaHHAsl CChUIKAa MOLIEHHUYECKas. Y TajuTe YKa3aHHOE COOOIEeHUE,
ecJii yOeXXJIeHbI, UTO OHO HEe HaHecso Bpea Bamemy ycTpoicTBy.

BpenoHocHble ~ mporpaMMbl  CO3JAKOTCSI W YCOBEPUIEHCTBYIOTCS
MOIIIEHHUKaMU PETYIISIPHO, U Mpu padbore ¢ Tene@oHoM Bbl MokeTe CTONKHYTHCS
C BUJIOM BPEIOHOCHBIX MpOTrpamMM, KOTOpble He TpeOyioT Bareil akTuBHOCTH
U CAaMOCTOSITENTFHO MOTYT OBITh 3arpykeHbl Ha Baie MoOWIbHOE YCTpPOWMCTBO
yepe3 ySI3BUMOCTH ONEPALIMOHHON CUCTEMBI.

B ciydae 3apakxeHus: MOOMJIBHOTO YCTPOMCTBA PEKOMEHIYEM OIPEAECIHUTh
yIrpo3bl U TOCJIEICTBUS MOJYYEHHUS JOCTyna xakepa K Bamemy MoOuiabHOMY
YCTPOUCTBY.

[IpuznakamMu  3apaxeHusi MOOWJIBHOIO  YCTPOMCTBA  MOTYT  OBITh
OJIOKUpOBaHUE ONEPALMOHHOM CUCTeMBbl, OnokupoBanue Bxomsamux CMC
COOOILIEHUI,  OTNpaBKa  HCKYCCTBEHHO  CI€HEPHUPOBAHHBIX  MOOMJIBHBIM
YCTPOMUCTBOM  COOOIIEHHM. 3apa’KeHHbI MOOWIBHBIA  TeNe(POH  CleayeT
HEMEIJIEHHO BBIKIIOUNTh. CHM-KapTy NEpPEeBBITYCTUTh Yy OIeparopa, a TeiaepoH
COXPAaHUTh JI1 MOCHEAYIOLIEr0 HU3yYeHHUs MNOJuIuel, ecau ObUIO COBEPIIECHO
MOILIEHHUYECTBO, JINOO IepenaTh B CEPBUCHBIA LEHTP, €CIU JACHBIU MOXHUIIEHBI
HEe ObLIH.

Ecnu k 1aHHOMYy MOOMJIBHOMY YCTPOMCTBY MNpHBSi3aHa OaHKOBCKas KapTa,
OaHKOBCKHE YCIyTH Takue Kak «MoOuibHbIN 0aHky», «Onnaitn banky», « HTepHeT-
0aHK», TO HEOOXOJMMO CpPOYHO CBf3aTbCs C OaHKOM, 3a0JOKMpOBaTh KapTy
Y IPUOCTAHOBUTH O0CITyKMBaHUE Mo cuetaM. Eciu ¢ momolpto tenedoHa 3T0 He
yAaeTcs clefiaTb, TO HEOOXOIMMO OOpaTUThCS B Onmbkaiiinee OTAeIeHUE OaHKa.
Ecin MoOOWIIBHOE YCTPOWCTBO HCHOJB3YyeTCSl JUIg JOCTyNa K CTpaHuLaMm
B COLIMATIBHBIX CETAX, TO HEOOXOAMMO C APYTroro yCTpoHCTBa JUOO KOMIIbIOTEpa
BBIMTH B COLIMAJIBHYIO CETh U CMEHUTH MPUBS3aHHBIN HOMED Tele(oHa.

3apa)keHHOE MOOWJIbHOE YCTPOMCTBO TaK K€ SBISIETCS HCTOYHUKOM
pacrnpocTpaHeHHUs] BPEIOHOCHON HHGPOpMAlUU MO KOHTAKTaM, COAEpKaIluMCs
B Tesiepone. Jlnsg  mpenoTBpallieHHs  pacChbUIKM  HEOOXOIMMO  YBEIOMHUTH
MaKCHMaJbHOE KOJMYECTBO 3HAKOMBIX O Bameil npobieme M 0 BO3MOXHO
npUXOASIIMX OT Bamero umMmeHu BpeJOHOCHBIX COOOIIEHUSIX.

B cnyuae ecnu ¢ Bamero TenedoHa uiaum OaHKOBCKOW KapThl MOXWUTHIIN
JIEHEXKHbIE CpEeACTBA HEOOXOAMMO B JI€Hb COBEPILICHMS] XHUIIEHUS OOpaTUTHCA
B 0aHK C TpeOOBaHMEM BEPHYTh JCHEKHBIE CPEICTBA, 3a0JOKUPOBATH BAIll CUET,
3aMpeTuTh NEPEeBOJl ACHEXKHBIX CPEACTB C Balller0 CyYeTa Ha JpYrue cuera,
MPUOCTAHOBUTH OOCITY’)KMBAaHHWE CYETOB HAa KOTOphIE ObUIM IMEPEUYHUCIICHbl Balllu
JeHexxHble cpeacTna. [locne momyueHus: orBeta OT OaHKa, C BBIMHCKOW MO CYETY
00paTUTHCS B TTOTHITUIO.

OpHuM U3 pacipOCTPaHEHHBIX MOOUIIBHBIX MOIIIEHHUYECTB TAKXKE SBIIACTCS
UCIIOJIb30BaHUE AyOIMKaTa CUM-KapThl JIsl JOCTYyNa K CUCTEMaM JAUCTaHLMOHHOTO
ynpaBieHus: 0aHKOBCKUM cdeToM. [Ipu3HakoM ucnosbp3oBaHus nyOnaukata Barei
CHUM-KapThl SIBISETCS OJIOKUPOBAHME JOCTYINa MOOWIBHOHM cBs3U. B 3ToM ciyuae
HEOOXOJMMO CPOYHO OOpaTUTHCS K MOOMIBHOMY OIEpPaTopy M MEPEBHITYCTUTH



cuM-kapTy. B ciydae mnoarBepxkaeHHs MOOWJIBHBIM — omepaTtopoM  (akra
HECaHKIIMOHUPOBAHHON 3aMeHbl Baielt cuM-kapThl HE0OXOJUMO HaIucaTh
MPETEH3UIO0 B COTOBYIO KOMITAHUIO U OOPATUTHCS B TIOJUIIHUIO.

MokHO H30exKaTh Y4YaCTH JKEPTBbI JAAaHHBIX MOIICHHHUYECTB, €CJIH
CJIe0BATH CJIACAYIOUIUM PEeKOMEHIALUAM:

- Jlns paboTel ¢ OAHKOBCKUMH KapTaMu, cucTteMamu «MoOWIbHBIN OaHK»,
«bank-onnaitn», «HTEepHET-0aHK» M Jp. HCMOIB30BaTh OTAEIBHOE MOOMIBHOE
YCTPOWCTBO, HE NPEAHA3HAYECHHOE JUIsI Pa3rOBOPOB M PA3BICYCHUS B CETH
WNHurepHerT;

- He yka3piBaTh HOMEpa MOOMIIBHBIX YCTPOUCTB, UCTIOIB3YEMbIX JIJIsI pAaOOTHI
c OAHKOBCKMMH KapTaMH M JUCTAHIMOHHOI'O YNpPAaBJICHHUS OAHKOBCKUM CYETOM,
KaK KOHTaKTHBIX B ceTu VHTepHET, B 00BSABICHUAX U HA CTPAHUIAX COLIMATIBHBIX
CETeH;

- IIpuoOpectn U yCTaHOBUTH Ha MOOWJIBHOE YCTPOMCTBO JIMIIEH3UOHHOE
aHTUBHPYCHOE IPOrpaMMHOE oOecrieyeHre U3 O(pUuLraIbHbIX HCTOUHUKOB;

- VYkazatp B JoroBope ¢ OaHKOM, JUOO B HHOW (opMe coriacoBaTh
c 0aHKOM, YTO yImpaBiieHUE OaHKOBCKMM CYETOM U MPOBEJCHUE OIepaluii
110 KapT€ MOXKET OCYLIECTBISATHCA TOJBKO C OJHOTO MOOWJIBHOTO YCTpPOMCTBa
c onauM IMEI, orpannuute Kpyr onepanuii, yCTAaHOBUTb JIUMUT, KOTOPBIA MOXKHO
MEePEBOJIUTH C MOMOIILI0 MOOMIJIBHOTO YCTPONCTBA;

- 3anpeTUTh MEePEeBOJ] BCEro 00beMa JIEHEKHBIX CPEACTB C KapThl, CUETA.

2. MomieHHH4YeCcTBa, coBepuiaeMblie B ceTd MHTEpHET M ¢ MOMOIILIO
cetu UntepHer:

a) Mowennuuecmea npu npooaxce mosapoé 6 cemu Humepnem
no npeoonname (pacrpocTpaHeHHble BUIbI: Tpojaxa Iphone, mHdppoBoH,
OBITOBOM TEXHUKH, OJIC)K/IbI, 00YBH, aBTOMOOMIICH, aBTO3aITyacTei);

0) Iloayuenue om unmepHem Maza3uHa, npooasuya mosapa,
He COOmEemcmeayIou|e2o 3aa61eHHOMY.

Pa3BuTHe NaHHBIX BUJOB MOIICHHUYECTBA OOYCIOBJIEHO YEIOBEYECKUMU
dbakTopamMu, TaKUMH, KaK JKEJIaHHWE COKOHOMUTh, OTCYTCTBUE  OJIU3KO
PACIOIOKEHHBIX Mara3uHOB ¢ TAKUM TOBapOM, MOJTHOE OTCYTCTBUE MPEAJIOKESHUM
Ha pblHKE. OCHOBHBIMH MNPUOOPETAEMBIMU TOBapaMU SBJISIIOTCS MPEIMEThI
pocKoly: aoporas nudpoBas TEXHUKA, aBTOMOOWIM, HTyObl, OpEHIOBHIEC BEIIH.
HckitoueHbl OTHOCTBIO (aKThl TPUOOPETEHHS] TOBAPOB MEPBOM HEOOXOAUMOCTH.
JKenanve COKOHOMHUTH MPUBOJUT 3a4aCTyl0 K MOTEPE BCEX JICHEKHBIX CPEJICTB,
B CBSI3U C 4Y€M, TMEpBasi U OCHOBHAs PEKOMEHJAIMsS - MPUOOpPETaTh BEIIM 3a X
peanIbHyI0 CTOMMOCTh M HE UCKaTh npeioxenuil ¢ 30-50% BbIro0#, Tak Kak 3TO
MPOTUBOPEYHT B IE€JIOM MPHUHIIUIIAM PHIHKA, JIUOO MPUCTAHHBIA TOBAp OKAKETCS
MOJACJIKOM, HEUCITPABHBIM, TUOO HE YJIOBIETBOPSAIOIIUM 3aIIPOCaM MOKYIATEIIs.



HC CTOUT HpI/I06p€TaTB TOBapBI B I/IHTCpHeT-MaFaSI/IHaX HOBI/IHI/IOHI/Ipy}OHII/IX
CC6SI KaK pOCCHﬁCKHe, HO UMCHOIIIUC CafITBI B JOMCHHBIX 30HAX COm .OI'g blZ .net
.info .tv .mobi.

Ocoboe BHUMaHUE CleNyeT YIACIUTh OT3bIBaM B ceTu MHTEpHET K JaHHOMY
WHTEpHET-Marasuny, npojasiy. [IpoBepuTh korma ObUT CO37aH MarasuH, CauT.
Cozman nmu oH rox W Oonee Hazan. Ecnm caliT cymiecTByeT MeHbIIE Mecsla,
TO CTOUT OTKAa3aTbCA OT MOKYNKU. MOXHO MPOBEPUTH Haln4Ke odpuca y JAaHHOTO
Mara3uHa, YJIOCTOBEpUTbCS B ceTh MHTEepHET, 4YTO Takol JOM CYIIECTBYET,
MIOCMOTPETH €T0 Ha KapTe, GoTo-CHUMKaxX, maHopamax Suaekc, 'yra. Yoemutncs,
YTO Ha JIOME€ €CTh BBIBECKa MarasuHa, JU00 HUMEIOTCA O(QUCHBIC MOMEIICHHUS.
Ha cHuMKkax Takke MOXKHO y3HATh Ha3BaHUs, TEJIEPOHBI OJIMU3KO PACIIOIOKEHHBIX
OpraHu3aluii, TMO3BOHUTh KM U BBISICHUTH JIOCTOBEPHOCTh HWH(MOpMaIuu.
B uHTEepHET-ClIpaBOYHMKAX HAWUTH TeePOHBI AJIMUHUCTPATOPa OPUCHOTO LIEHTPA,
peceniieHa, yOeaUThCS, YTO TaKOW  Mara3uH WIM  HWHIUBHUAYaTbHBINA
MPEANPUHUMATEIb CYIIECTBYIOT U OCYILIECTBIISIIOT CBOIO ACSTEIBHOCTh B JAHHOM
3nanuu. [lonmydeHHyro uMHQOpMaIUIO CIEAYeT MCIOJIb30BaTh NMPU OOIIEHUU T10
TenedoHy C COTpyIHUKaMu MmarazuHa. Eciam wMarasun wid  1pojaBelt
OTKa3bIBAIOTCSI 3BOHUTH MO TeJIe(POHY M MpEAaraloT JApyrue crnocoObl oOUIeHus,
takue kak Viber, Skype, WhatsApp u npyrue, 1n6o Mara3zuH Tene(oHa HE UMEET,
CIIelyeT OTKa3aTbCsi OT NOKyNKU. B xonme oOmeHus mo TenedoHy MOKHO
COOONINTH, UYTO HAXOJIUTECh B FOPOJIE€ MPOAaBLa, Mara3uHa 1 MpeasiokKuTe 3a0parTh
TOBap CaMOBBIBO30OM M OIIATUTh HAJIMYHBIMU B oduce. B ciydae KaTeropuuHOTO
OTKa3a CIEAYyeT OTKA3aThCs OT MOKYIKH.

[Ipr mpuoOpeTeHHU JAOPOTOCTOSAIINX BeIel, TaKMX KaK aBTOMOOMWIIb,
JIOPOKHAsI TEXHUKA, CTPOUTEIbHBIE MAaTepUalIbl, PEKOMEHIYEM MOTPATUTh JE€HbIU
Ha JIOpPOTy J0 ropojia MpoAaBlia U yJI0OCTOBEPUTHCS B HAIMYUH MPOJIaBIia U TOBapa.
JIubo wHaWiTH B TrOpojJe MPOAABIA 3HAKOMBIX U TIOMPOCUTH HMX TPOBEPUTH
JIOCTOBEPHOCTh TpemIoKeHus: B cetu MHTepHeT. Ecim ke Takoll BO3MOXHOCTH
HET, TO OIUIATUTh YCIYTH IOPHUCTA, COTPYAHUKA aBTO(PHUPMBI, 3aHUMAOIICICS
B rOpoJIe¢ MPOJaBUA NPOJAKEHM M CKYNKOW aBTO M 3a CHMBOJMYECKYIO ILIATY
MPEIOKUTh EMY BCTPETUTHCS C MPOJIABLIOM U OCMOTPETh aBTO U JOKYMEHTBI. DTO
KacaeTcsl U MpUoOpEeTeHUsl CTpoMMaTepuaioB U MeTajia — oOpaTUTeCh K yCayram
opucta B Tropone npoaaBua. JlioOwsle mnpucnanueie Bam mno Muatephery
dbortorpaduu, ckaHbl JOKYMEHTOB M aBTOMOOWJIS MOIICHHUKH C JIETKOCTHIO
MO/1JIETBIBALOT.

B nacrosiee Bpemsi 00JIBIIMHCTBO MHTEPHET Mara3uHoB padotato o 100 %
npenoriaTe, Mpu COOJIIOICHUH YKa3aHHBIX PEKOMEHIAIMKA MOKHO COBEPIITUTh
YAQUHYIO TOKYIIKY.

HacrosiTenbHO peKkOMEHJlyeM HE OCYIIECTBISATh «CIEMbIe» MMOKYIKU
B COLUAJIBHBIX CETAX. AJIMUHUCTpALUs COLMAIBHBIX CETEH MCKIIIOYMIA Pa3feibl
OOBSBIICHUN C CaWTOB W HE HECET OTBETCTBEHHOCTh 3a COBEpIIAEMBIC
C UCIIOJIb30BAHUEM CETHU JICUCTBHUS MTOJIb30BATEIICH.



B cnydyae HeoOXoaumocTH MPUOOpPECTH TOBAp YEpe3 COLMAIBbHYIO CETh
HEOOXOJMMO TIIATEIHHO MPOBEPUTH IMPOJIABIA, 00S3aTEIbHO CBS3aThCS C HUM
1o TenedoHy, pacCIpoCHTh MOAPOOHOCTH O TOBape, MoTpedoBaTh (ororpaduu
TOBapa B JIeTajlsX, MPEIJIOKUTh OTIPABUTh TOBAP KYyPHEPCKON CirykO0M
Y HAJIOKEHHBIM  IJIATEXKOM, OOTrOBOPUTH BO3MOKHOCTH BO3BpaTa TOBapa,
BO3MO>XHOCTh CAMOBBIBO3A.

[TpoBepUTh OT3BIBBI U OCTABJICHHbIC KOMMEHTApPUH B IPYIINE U HA CTPAHULIC
npojaBia. Ecim HeCKOIbKO MOJB30BaTeNIel CETH Pa3MEIaroT CIUIONIh XBajlcOHbIS
OT3bIBbI U PEKOMEHJIAIIUH, TO CTOUT MPOCMOTPETh CTPAHUIIBI ATUX MOJIb30BaATENEH,
HE SIBJISIIOTCS JIM OHM «(PEHKOBBIMW», €CTh JIM Y HHUX Ha CTpPaHUIAX JIMYHBIC
dotorpaduu, Oonbmioe KOAUYECTBO aApy3ed. JlanHyro wuHOOpMAIUI0O MOXKHO
MPOCMOTPETh M Ha cTpaHuile mpozaBia. CTpaHuila MpojaBlia JIOJDKHA OBITh
aKTUBHOW, Ha HEW pEryIsIpHO JOJDKHBI pa3Meliarbcs Ju4dHble ¢oTorpadumu,
OOHOBJISITECA aJTBLOOMBI, JOJDKHBI OBITH CBEJCHHS O MecTe yueObl M paboThl,
a B JIpy3biX JOJKHBI OBITh <«OKHUBBIE» M AaKTUBHBIE II0JIb30BaTeNld. MOXKHO
YTOUYHUTb, IJI€ HAXOJUTCS MPOJaBel], B KAKOM ropojie, MPe/IoKUTh 3a0paTh TOBAp
SAKOOBI BalllM 3HAKOMBIM, HAXOJMSIIUMCS B JJAHHOM TOPOJIE U OLIEHUTH PEAKIUIO
npojasia. Ecinu B cetu Bl 0o0IIaeTech ¢ MarasuHoOM, TO MOTpeOyilTe COOOIIUTH
cailT MarazuHa B cetu WHTepHeT, ropuaundeckuil U Qakrtuueckuil azapec. [lpu
J1000M COMHEHUHU OTKAKUTECh OT mpuoOpereHus toBapa co 100% mnpenomnnartoi
yepes COLUATIbHYIO CETh.

[[lupokoe pacmpocTpaHeHue B ceTH HWHTEpHET TaKke MNPUOOPETAIOT
MOIIIEHHUYECTBA C MIPUBJICYEHUEM CPEJICTB MOJIb30BaTENCH SISl UX TPUYMHOKEHUS
B ()MHAHCOBBIX MHUPAMUIAX, KOOIMEpaTUBaX, MUKPO(DUHAHCOBLIX OpTaHU3AIUSIX,
Oupkax,  OyKMEKEpCKHMX  KOHTOpaX, pBIHKaX  JJEKTPOHHBIX  BAJIOT.
[TpaBoOXpaHUTENbHBIC OPTaHbl HACTOSITEIBHO PEKOMEHYIOT HE BCTyNaTh B Kakue-
J1M00 OTHOIIEHUSI C TAKMUMU OPTaHU3ANMIMHU W JIUIAMH, MPEAJIAralonuMyd TaKue
yCIIyTH, TaK KaK MHOTHE KOMITAHMM W WHTEPHET CAaWThl JIAHHBIX KOMIIAHUN
HAXOJATCA 32 PyOe)oM, OpraHu3aliK paboTa0T MO 3aKOHAM JIPYTUX TOCY/IapCTB,
a1M00 M3HAYaIHLHO MOIICHHUYECKUE, U BEPHYTh 3aTpauyeHHbIC Ha JaHHBIC TPOCKTHI
JI€HbI'Y MPAKTUYECKU HEBO3MOKHO.

8) Caiimul «<no00enKu», @ makK yxce PUUIUH208ble Callmbl.

JlaHHBIN BUJT MOIIICHHUYECTBA MPEJIojaraeT, 4To KepTBa MOCUYUTAET CAUT
3HAKOMBIM M MPUOOpPETET Ha HEM TOBap, YCIYTry, JUOO YKaXeT JaHHbIE CBOEH
OAHKOBCKOMW KapThl.

EnuncTBeHHOM pekoMeHaaIued MoKeT ObITh MPOSIBJICHUE BHUMATEIIbHOCTH.
Heo6xonmumo oOpatuTh BHUMAaHHUE Ha aJIpeCHYIO CTPOKY caiiTa, Ha3BaHUE cCailTa,
€CTh JIM Kakue-Tu0o J00aBOYHBIE CMMBOJIBI WJIM Ha3BaHUSA B aJPECHON CTPOKE,
pPacCIiOJIOKEH JM CalT B JIOMEHHOW 30HEe «ru». CKonmupoBaTh HA3BaHUE caiTa
W3 aJIpECHOM CTPOKH W IMPOBEPHUTH B IOUCKOBOWM cucteMe. He cTouT moBepATh
caiiTaM, IMEIOIIMM B Ha3BaHWU 3HAKOMBIE CJIOBA, HO PACIIOJIOKECHHBIE B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi u Apyrux He CBA3AHHBIX C POCCHUICKUM
MHTEPHET MPOCTPAHCTBOM.



HeonHokpaTHO mpoBEphTE€ CaWThl B pas3fefiax KOTOPBIX, IUIAHUPYETE
yKa3aTh JaHHbIE O CBOeW OaHKOBCKOW KapTe, IO JaTe CO3JlaHMus CaiiTa,
o TenedoHaM YKa3aHHBIM Ha caiiTe, 1o OT3biBaM B ceTu HWHTepHeTr, ciemyer
YTOUYHHUTh HET JIM caiiTa B pa3auyHbIX Oyiek nuctax cetu HMHTepHeT. [loMHuMTE,
MOIIIEHHUKY JOCTaTOYHO HOMEpa KapThl MU KOJa Ha OOpATHOM CTOPOHE KapThl
(CVV xopa, coctosuuii u3 4eTbipex MUQp) A MOKYNOK U OIUIATHI YCIYT B CETH
Wurtepner. [pyrue naHHble, TO, KaK CPOK JIEUCTBHUS KapThl, OH MOKET MOJ00paTh,
a UM 1 (paMIIIMIO BIIafeblla Y3HATh OT Bac MO0 W3 cetu MHTEpHET ¢ Bammx
JIUYHBIX CTPAHUII.

Ecnu BBI cTanu xepTBOM TAKOTO CaWTa M 3aMETHIIHA 3TO MOCJIE MPOBEICHUS
orepaliy, TOKYMNKH, 3a0JO0KUpyHTe KapTy u oOpartutech B OaHK B JICHb
MIPOBEJECHUS OIepaliy [ €€ OTMEHBI U BO3BPATE ACHEKHBIX CPEJCTB.

[Ipu mokynke aBua, *KeJIe3HOAOPOKHBIX OUJIETOB HE UIUTE OYEHB JICIICBbIC
OwJieThl Ha COMHMTENBHBIX CalTax, TeM 0o0Jiee PACIOJOKEHHBIX B JIOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTymHbIe m0 1IeHE OMIIETHI JKeTaTeIbHO
npuoOpeTaTh Ha O(PUIIMAIBHBIX CATaX KOMITAHUW-TIEPEBO3UYNKOB.

I'Y MBJI Poccum no BoJsrorpaackoii od1acTu



